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Risk Assessment, Monitoring & Compliance 
Sub-Committee Report 

 
Friday, June 24, 2016 

 
Present:  Robert Fox (Chair), Councilor Jacob Auchincloss, Councilor Ruthanne Fuller, Councilor 
Victoria Danberg, David Spector, and School Department Director of Finance Sue Dzikowski 
 
Review of Past Work 

 In 2012 and 2013, the sub-committee worked on and developed a Whistleblower Policy.  
Once the Whistleblower Policy was complete, the sub-committee focused on the financial 
relationships between the City and affiliated units including the Commonwealth Golf Course, 
NewTV, the Newton Municipal Credit Union, the Newton Community Farm, Inc., neighborhood 
area councils, the Newton Historical Society, Newton Schools Foundation and Newton Pride.  In 
2014, the focus shifted to cash collection and the risk of misappropriation.  The sub-committee 
looked at the departments that took cash in on a regular basis and reviewed the policies and 
procedures that are in place for cash collection.  The sub-committee recommended that the 
annual external audit include a review of policies and procedures of cash collection in two City 
departments or schools that collect significant amounts of cash.   
 
Developing Risk Assessment Policies and/or Program  

 
 The sub-committee reviewed the comment in the external auditors’ management letter 
related to risk assessment and monitoring.  The comment first appeared about five years ago 
and has occurred each year since; however, each year the focus of the comment has become 
narrower.  The current management letter comment focuses on asset misappropriation of cash 
and materials.  The auditors recommend that the City develop and implement a monitoring 
program to evaluate the internal controls for asset misappropriation.  The City’s response to 
the recommendation is that there are no available resources to dedicate to the development of 
an asset misappropriation risk program.  The management response includes a statement that 
the Comptroller will discuss options for obtaining resources with the Financial Audit Advisory 
Committee.   
 
 The City currently inventories assets that have a value of $15,000 or more and that 
inventory does not happen on a regular basis. It may not be a good investment of time to 
inventory all of the assets on a regular basis; it would be very time consuming.  One thought is 
to look at the aggregate value of the assets.   
 
 The private sector organizations look much more broadly at risk and the management 
team is involved in assessing risk.  The management team spends time thinking about those 
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risks and building strategies and action plans to address risks.  The Risk Assessment, Monitoring 
and Compliance Sub-committee is not the Administration for the City.  The Administration 
needs to be on board with any recommendation that the sub-committee makes or it will be a 
wasted effort.  There needs to be a change in the culture around City Hall in relation to risk, 
starting with the top-level management team and department heads.  The sub-committee 
members feel that there needs to be specifics and prioritization of the risks to get management 
on board with any policy or program associated with risk assessment.  The sub-committee 
should also think about its role in developing a risk assessment policy.  It may want to focus 
primarily on practical risks and come up with specific risks.   
 
 Comptroller David Wilkinson provided a list of what he believes are the City’s areas of 
principal risk exposures.  It was suggested that the sub-committee review the Comptroller’s list 
for any gaps and then scan the lists submitted by other committee members to determine if 
there are other risk items that should be listed.  All of the submitted lists are attached.  The 
sub-committee will also need to check with department heads to determine if risk areas are 
already covered by specific department policies and procedures.   
 
 The sub-committee also needs to think about how critical it is to address the risk 
exposures because there is currently no City staff available to dedicate time to develop policies 
to address risk.  The sub-committee needs to determine if it wants to ask the Administration to 
put resources towards risk assessment by hiring a consultant.  There have been a few recent 
issues related to risk, like Verizon bills that were not paid for a few years, the Director of 
Transportation exceeding the Transportation Division budget by several hundred thousand 
dollars and the Administration was unaware of that fact until the invoices were discovered, and 
salary charges for storm water work being paid for by the Water Salaries Account.  The issue 
with the Verizon bills is not consequential and is not considered a misappropriation of funds.  
The Administration dealt with the issue related to the uses of salary accounts within the Utility 
Division by developing a daily log to ensure that employee time spent on storm water 
maintenance is being correctly billed to the Storm Water Salary Account.  The issue that raises 
the most concern is the Transportation Division bills because there is not a control system to 
ensure that departments remain within their budget and there is an unexpected cost to the 
City; however, in the transportation situation, the City’s procedures were not followed in terms 
of acquiring requisitions before placing orders.  It is difficult to address human error.  The 
Administration subsequently addressed the issue and the person no longer works for the City.   
 
 The sub-committee brought up cyber risk and what types of security the City has in 
place to guard against malware.  Several Police Departments in Massachusetts have been hit 
with a hack that encrypts their software and the Police Department is forced to pay a fee for 
decryption.  The City recently underwent a cyber risk audit and addressed all issues found 
during the audit.  The Police Department will be undergoing a simulated cyberattack in the next 
few months to see how well the Police Department’s cybersecurity holds up.   
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 The City’s external auditors would like to see the City’s management develop a risk 
assessment program to address asset misappropriation, document it and add it to the Financial 
Management Policies and Procedures.  The auditors are also focusing on robust internal 
controls with documentation.  Once City management addresses these issues, the comment in 
the Management Letter should disappear.  Management needs to set the tone and culture 
around a risk management program.   
 
 It may make sense to have the Chief Financial Officer/Chief of Staff Maureen Lemieux 
and Comptroller David Wilkinson attend the next meeting and ask them to rank departments 
by the level of concern related to asset misappropriation and internal controls.  Once there is a 
list, Management and the sub-committee could work together to develop a three to five-year 
action plan.  Management could look at collaborating with interns from a college to develop a 
program for a volunteer summer project for students.  It is likely to be important to develop the 
program for little or no cost to the City.  It would need to be a good volunteer team that did not 
require constant oversight, as City staff does not have much time to dedicate to managing 
volunteers.  Management would need to develop very precise instructions to ensure that a 
project team understood what it was developing.   
 
 Once the City addresses asset and internal control risks, it is worth discussing other risks 
like low probability risks with very high financial implications, like weather events or unforeseen 
disasters.  The sub-committee will review each of the submitted risk assessment priority lists 
and develop a document of risks to the City that Management can review on an annual basis 
and ask for a more specific plan on asset misappropriation and internal controls.  David Spector 
and Bob Fox agreed to work on developing the list for the document to review at the next sub-
committee meeting.   

Respectfully Submitted 
 
Robert Fox, Chairman 
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