CITY OF NEWTON

FINANCIAL AUDIT ADVISORY COMMITTEE

RISK ASSESSMENT, MONITORING & COMPLIANCE
SUB-COMMITTEE REPORT

Thursday, May 1, 2014

Present: Robert Fox (Chairman), Ald. Ruthanne Fuller, Ald. Victoria Danberg, and Gail
Deegan

City staff James Reardon (Treasurer), and Sue Dzikowski (Director of Finance; School
Department)

Risk Assessment Policy for Cash Receipts

School Department

The sub-committee continued discussing the development of a risk assessment
policy for the City’s cash receipts. School Department Director of Finance Sue
Dzikowski provided the attached spreadsheet of the Fiscal Year 2014 Year-to-Date
Receipts for the School Department. The School Department has collected close to $8
million in receipts in approximately six months. The sub-committee reviewed the list of
different types of receipts. Ms. Dzikowski pointed out that the spreadsheet includes
method of payment for each of the categories. The School Department has seen increases
in on-line payments for many of the programs offered by the schools but people still pay
in cash or check. The School Department continues to look at expanding the ability to
pay on-line for all services and programs.

The highest risk area are the Student Activities Accounts because the cash and
checks are collected by a number of different people within each school and are sent to a
number of different accounts. Most of the collection is clean and verifiable as a large
amount of the funds are collected on-line, checks and cash are collected by one person in
one office, entered into tracking software and deposited.

It is important to look at size of transaction, number of transactions and number of
points of location that checks and cash are collected. Whenever the transactions are
small and there are a number of transactions at a number of locations, the risk of cash
leakage is greatest. It was pointed out that it is important to focus on reducing
reputational risk, as it relates to cash management. The School Department should be
looking to minimize reputational risk by promoting on-line payment, reducing locations
where cash is collected and developing and adhering to a strict policy for cash collection.

The School Department uses Unibank for most of its on-line credit card
transactions, as the parent is responsible for the fee associated with the credit card service
instead of the School Department. Although the Food Service revenues are part of the
City’s accounting system, it is the vendor who chooses the on-line payment provider.
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Similarly, the Community Education and Summer School on-line payment services are
linked to contracts.

After reviewing the spreadsheet, the sub-committee requested more in depth
detail from the School Department on revenue collections in the below areas:

e Tiger Loft — determine procedures for revenue collection

e Food Service Vendor — look at contract and ask for vendor’s procedures
and policies related to cash collection

e Student Activities — provide number of accounts, locations where cash is
collected and if there are written policies and procedures related to
collection.

On-line Payments

There was concern that there is potential for fraud related to on-line payments.
Treasurer Jim Reardon stated that there was an instance in another city or town where a
former employee established a bank account and diverted municipal funds into that bank
account, all of which was done electronically. The banks have implemented a system to
deal with that type of fraud but there is always the potential for fraud as on-line banking
technology evolves and it is difficult to assess the risk of the unknown. It is important
that the City is sure that on-line service providers have excellent security to avoid
reputational risk and financial risk. On-line service providers need to provide the City
with indemnification for instances of fraud.

Tracking Mechanism

Many City departments and School Department collect funds and there is no
recording system to document what is being collected. The Administration needs the
ability to track collections through some type of mechanism like Point of Sale Terminals
located in departments or software. The mechanism would need to be connected to a
central system to track and provide oversight on cash collection.

Non-payment Risk

The Sub-committee needs to make a determination whether to address non-
payment as part of the cash receipts risk management. Before making a decision, the
Committee needs to determine how large a problem non-payment is for the City and
School Department. It is likely that non-payment is a very minor issue but that is an
educated guess.

Municipal Departments

Mr. Reardon is developing a plan do a risk assessment to assess each department
that collects money. The plan is to make recommendations on training and what
collection policies should be implemented within the departments. The Treasurer’s
Department has already started with the Police Department and is continuing to work
with that department. The plan is to visit two departments per quarter in the next fiscal
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year starting with the larger departments, such as Public Works, Inspectional Services,
Police, Parks and Recreation, and the Fire Department.

Survey

A survey would complement the Treasurer’s plan to visit departments and provide
background information for the visits. The survey should include how many locations
cash is collected within a department, the average transaction size, how many people
collect money and whether the Department has a written policy. In addition, it would
provide information that would allow the Treasurer to prioritize the department visits.

Implementation

The Executive Department would make the decision as to whether collection
polices are needed and if they are, what collection policies should be implemented. Any
collection policy needs to be practical and affordable.
Conclusion

The Treasurer will draft a survey to provide to the sub-committee for the sub-
committee meeting scheduled for July 16. Sue Dzikowski will also provide the
information requested from the School Department. The Sub-committee should review
Pages 9-11 (attached) of the Price Water House Coopers “Practical guide to Risk
Assessment” which was previously provided.

Respectfully Submitted

Robert Fox, Chairman



¥82°859°L$ |eloL pueis

3 J9jus) uoneaNp3 dy) pue sjooyds Lz |28e'z$ $00qIXa ) }S07

r sjooyag YbiH yinog pue yuoN 980'9l$ sdiysie|oyos

(%eh) M (%8S) M |ooyos YBIH YUON czo'ces fnuadie/soydess

M S IleH A0 ‘uomaN o Ao 8zz'zes sjuswAed yiesH SdN

(%2) M (%¥6) M (%¥) M [00yoS YbiH YHON 6.2'16% yo1 sebiy

I3 looyas ybiH yinos Trs'ees Bunped SH

05€'29% diysieuped uoneaouu| SN

p M Jojjondwon ‘19juan uoljeonpy GGL'L2S anuUaAay snoaue||PosI

(%8) M (%z6) M uommaN Jo Al o} alpn yueg ¥92'66$ suomnl

Nueqiun (%08) p (%08) p 9010 ssauIsSNg ‘J8jua) uonesnp3 126'60L$ weiboid Buiuiop Aue3 waj3
IVdAVd (%81) M (%28) M looyos YBiH YUON 6Ev'9LLS |ooyos Jowwing
r 22440 1| Jejua) uoneonp3 65C'6L1$ sjey-3

IS snoueA 90z'LELS syo

Nuequun _ (%c2) M (%8L) M wooy JYD ‘1ejua uoneonp3 089'281$ eweig/oIsniy
(%1°0) teshsad G | (%00L) p wooy DY ‘Iejus) uolednp3 G90'6€2$ dwe9 aoedg

yueqiun (%1) M (%08) M (%6) M 2010 |00yosald ‘Jejua) uoieonp3  {950°2EVS [ooyosaid
yueqiun (%S2) M (%S2) M 9010 SINRIYIY ‘sjooyds Alepuodass XIS |0L€°L9V$ sona|uv|
M 22j0 suopesedQ ‘isjus) uoleonpy  |z88'69vs sBuiping 100ydg Jo asn

yueqiun (%c0)leskied g | (%OV) M (%09) M 80O uonepodsues ) ‘1Bjua) UOHEINPT {886°605$ uonepodsuel juepnis
(%01) M (%06) M s|ooyos 1Z Jo 81 18L°Tr98 SJUNoooY AJAIDY Juspnis

suononpaq ([0:Aed SYLN ¥60'2€.$ (Aousby) oy 2 ulesH saiey

JoNazuoyiny (%5°0) M (%5'6) M (%08) M [ooyos YbiH YUON 69€'8€G°'L$ uoyeanp3 Aunwwod
puepesH (%02) M (%S1) M (%59) p Jajua) uoneonp3 ay) pue sjooyds Lz [109'995°L$ 8oInI8g oo
99IA108 BUlUQ | stejsuel) yses R Te) auluo uoneso] jejoL adA]

vi/et/v

sjdie0ay 9jeQq-03-JedA YA
S|00Yyds dl|qnd uoImaN




Risk assessment can therefore be conducted at various levels of the organization.
The objectives and events under consideration determine the scope of the risk
assessment to be undertaken. Examples of frequently performed risk
assessments include:

e Strategic risk assessment. Evaluation of risks relating to the organization’s
mission and strategic objectives, typically performed by senior management
teams in strategic planning meetings, with varying degrees of formality.

e Operational risk assessment. Evaluation of the risk of loss (including risks to
financial performance and condition) resulting from inadequate or failed internal
processes, people, and systems, or from external events. In certain industries,
regulators have imposed the requirement that companies regularly identify and
quantify their exposure to such risks. While responsibility for managing the risk
lies with the business, an independent function often acts in an advisory capacity
to help assess these risks.

e Compliance risk assessment. Evaluation of risk factors relative to the
organization’s compliance obligations, considering laws and regulations, policies
and procedures, ethics and business conduct standards, and contracts, as well
as strategic voluntary standards and best practices to which the organization has
committed. This type of assessment is typically performed by the compliance
function with input from business areas.

e |nternal audit risk assessment. Evaluation of risks related to the value drivers
of the organization, covering strategic, financial, operational, and compliance
objectives. The assessment considers the impact of risks to shareholder value as
a basis to define the audit plan and monitor key risks. This top-down approach
enables the coverage of internal audit activities to be driven by issues that
directly impact shareholder and customer value, with clear and explicit linkage to
strategic drivers for the organization.
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e Financial statement risk assessment. Evaluation of risks related to a material
misstatement of the organization’s financial statements through input
from various parties such as the controller, internal audit, and operations.
This evaluation, typically performed by the finance function, considers the
characteristics of the financial reporting elements (e.g., materiality and
susceptibility of the underlying accounts, transactions, or related support to
material misstatement) and the effectiveness of the key controls (e.g., likelihood
that a control might fail to operate as intended, and the resultant impact).

e Fraud risk assessment. Evaluation of potential instances of fraud that could
impact the organization’s ethics and compliance standards, business practice
requirements, financial reporting integrity, and other objectives. This is
typically performed as part of Sarbanes-Oxley compliance or during a broader
organization-wide risk assessment, and involves subject matter experts from
key business functions where fraud could occur (e.g., procurement, accounting,
and sales) as well as forensic specialists.

e Market risk assessment. Evaluation of market movements that could affect
the organization’s performance or risk exposure, considering interest rate risk,
currency risk, option risk, and commaodity risk. This is typically performed by
market risk specialists.

e Credit risk assessment. Evaluation of the potential that a borrower or
counterparty will fail to meet its obligations in accordance with agreed terms.
This considers credit risk inherent to the entire portfolio as well as the risk in
individual credits or transactions, and is typically performed by credit
risk specialists.

e Customer risk assessment. Evaluation of the risk profile of customers that could
potentially impact the organization’s reputation and financial position. This
assessment weighs the customer’s intent, creditworthiness, affiliations, and
other relevant factors. This is typically performed by account managers, using a
common set of criteria and a central repository for the assessment data.

e Supply chain risk assessment. Evaluation of the risks associated with identifying
the inputs and logistics needed to support the creation of products and
services, including selection and management of suppliers (e.g., up-front due
diligence to qualify the supplier, and ongoing quality assurance reviews to
assess any changes that could impact the achievement of the organization’s
business objectives).?

3. To learn more about supply chain risk assessment, see the PricewaterhouseCoopers white paper From Vulnerable to Valuable:
How Integrity Can Transform a Supply Chain (December 2008).
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e Product risk assessment. Evaluation of the risk factors associated with an
organization’s product, from design and development through manufacturing,
distribution, use, and disposal. This assessment aims to understand not only the
revenue or cost impact, but also the impact on the brand, interrelationships with
other products, dependency on third parties, and other relevant factors. This type
of assessment is typically performed by product management groups.

e Security risk assessment. Evaluation of potential breaches in an organization’s
physical assets and information protection and security. This considers
infrastructure, applications, operations, and people, and is typically performed by
an organization’s information security function.

e Information technology risk assessment. Evaluation of potential for technology
system failures and the organization’s return on information technology invest-
ments. This assessment would consider such factors as processing capacity,
access control, data protection, and cyber crime. This is typically performed by
an organization’s information technology risk and governance specialists.

e Project risk assessment. Evaluation of the risk factors associated with the
delivery or implementation of a project, considering stakeholders, dependencies,
timelines, cost, and other key considerations. This is typically performed by
project management teams.

The examples described above are illustrative only. Every organization should
consider what types of risk assessments are relevant to its objectives. The scope
of risk assessment that management chooses to perform depends upon priorities
and objectives. It may be narrow and specific to a particular risk, as in some of
the examples above. It may be broad but high level: e.g., an enterprise-level risk
assessment or a top-down view that considers the broad strategic, operational,
reporting, and compliance objectives; captures a high-level view of related

risks; and can be used to drill down further into a specific area of concern, as
necessary. Assessments may also be broad and deep, as with an enterprise-wide
risk assessment or an integrated top-down and bottom-up view, considering the
strategic, operational, compliance, and reporting objectives of the organization and
its subsets (e.g., business units, geographies) and associated risks.
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